
 

 

Functional Safety – Machinery 

One of the fundamental aspects of machinery safety is the reliability of safety-related command parts, 
namely the Functional Safety, defined as the portion of the overall safety related to the machinery that 
depends on the correct operation of a safety system specifically set to perform a Safety Function adapted to 
reduce the risk of the machinery itself. 
This is even more important in the new Machinery Directive, which defines a safety component as any 
component: 

- intended to fulfil a safety function 
- placed separately on the market 
- whose failure and/or malfunctioning jeopardizes the safety of persons and 
- that is not essential to the purpose for which the machinery has been designed or that for this 

function can be replaced with other components 
Annex V of the Directive contains an indicative list of safety components, that can be updated with a simple 
notice, without the need to amend the Directive. 
 
In this context, for the demonstration of compliance with the Machinery Directive, particular harmonised 
standards exist: 

Standards derived by EN 954-1 (retired by end of 2011): 
- EN ISO 13849-1:2006 — Safety of machinery - Safety-related parts of control systems - Part 1: 

General principles for design 
- EN ISO 13849-2:2008 — Safety of machinery - Safety-related parts of control systems - Part 2: 

Validation 
Standards based on IEC 61508: 

- EN 62061:2005 — Safety of machinery - Functional safety of safety-related electrical, electronic and 
programmable electronic control systems 

- EN 61800-5-2:2007 — Adjustable speed electrical power drive systems – Part 5-2 – Safety 
requirements – Functional Safety 

 

 
 



 

 

The first two standards, born under ISO (and, for Europe, CEN), are dedicated in particular to systems 
containing mechanical/hydraulic/pneumatic and electrical/electronic non-complex elements, and are based 
on the concept of PL (Performance Level ), as an indicator of the performance level of a safety function, 
while the latter two standards, born within the IEC (and for Europe, CENELEC) as standards derived from 
IEC 61508, are focused in particular on systems containing complex electronic components (i.e. a 
microprocessor), and are based on the concept of SIL (Safety Integrity Level). The IEC/EN 61800-5-2 is a 
specific standard for drives with safety functions. 
 
The reasons for the creation and the publication of two distinct families of standards is that, within the IEC, 
safety systems based solely on electrical/electronic/programmable electronic items are considered, while 
under ISO (essentially, but not only), non-electrical, electrical, electronic and simple systems have been 
considered. 
One standard, developed jointly by ISO and IEC, would be the best solution, but unfortunately this is not the 
case! 
The EN 954-1, which since 1996 described the safety circuits in the safety of machinery, did not include 
adequate requirements for programmable electronic systems. Another critical point was that the relationship 
between risk category and not always plausible. Hence the decision to include probabilistic reflections 
together with purely deterministic considerations. 
 
Often the standards EN ISO 13849-1/2 and IEC 62061 are applicable in alternative. The recommended 
application of the standards in question is given in the introduction of both EN ISO 13849-1 and IEC,/EN 
62061. 
 

 
 
The PL or SIL is the reliability level to achieve the risk reduction required for each safety function, or the 
capacity of a system of command and control to perform a safety function under certain conditions, in order 
to obtain the planned risk reduction. 
The PL or SIL needed for a given safety function must be determined based on risk assessment and 
obtained through the appropriate choice of architecture, the use of techniques to eliminate and control 
systematic failures, the estimation of the probability of random failure and sufficient diagnostic coverage. 
 



 

 

Even with some differences between the two families of standards, they contain a similar approach to the 
testing of a system/device for a certain degree of SIL or PL, including requirements of: 

- Architecture (Categories for the EN ISO 13849, Hardware Fault Tolerance for the standards based 
on SIL) 

- HW random failure rate 
- Capacity to fail safely and ability to detect faults 
- Avoidance/control of systematic failures (HW and SW) 
- Safety Lifecycle Management (only for standards based on SIL) 

 
The probabilistic approach must take into account these parameters: 

1. PFHd: Average probability of dangerous failures per hour 
2. MTTFd: average time of dangerous failures per hour 

3. d: hourly frequency of dangerous failures 

4. B10d: the number of operating cycles within which 10% of the components has undergone a 
dangerous failure 

5. T10d: time period expressed in years when 10% of the components that have experienced a 
dangerous failure.  

6. DC: diagnostic coverage 
7. CCF: fraction of common cause failure 
8. SFF: fraction of safety failures  
9. HFT: HW Fault Tolerance 
10. T1: the lowest value of the proof test interval of the safety system and the life cycle (mission time) 
11. T2: diagnostic test interval 

 
 
The PL is divided into 5 levels: a, b, c, d, e, while SIL is divided into 3 levels: 1, 2, 3. 

 
 

 
Relationship between PL and SIL 

 



 

 

 

 
Scheme for hazards and risks analysis and developing of safety systems 



 

 

The general procedure to be applied can be summarised as follows: 
1. Execution of risk analysis: 

• identifying hazards, 
• assess the risks involved, such as produced between frequency and consequence 
• evaluate the need for safety instrumented functions 

 

 
Parameters for risk 
assessment and SIL/PL 
classification 
 
 
 
Severity of injury (S) 
S1 = slight injury (normally 
reversible) 
S2 = serious injury (normally 
irreversible), even fatal 
 
Frequency and/or duration of 
exposure to risk (F) 
F1 = from seldom to frequent 
and/or short-term 
F2 = from frequent to constant 
and/or long-term 
 
Possibility of avoiding danger 
(P) 
P1 = possible under certain 
conditions 
P2 = practically impossible 
 

 

 
 

2. Definition of the requirements of Safety Functions: 
a. Functional requirements, such as performance and response time, reaction to failure, restart 

mode 
b. Requirements of integrity, i.e. the PLr (required level of performance) or the SILr (safety 

integrity level required) 
3. Design and implementation of required safety function: 

a. Definition of component type (hydraulic, pneumatic, mechanical, electromechanical, electrical, 
electronic, programmable electronic) 

b. Definition of architecture (category) 
c. Definition of the necessary diagnostic 
d. Life cycle of hardware and software design 

 
 

 



 

 

 
 

 
 



 

 

 
4. Evaluation of the SIL or PL obtained through the characteristic parameters: 

a. quantitative aspects: 
i. for the PL: PFHd and related parameters (MTTFd, DC, CCF) 
ii. for the SIL: PFH, SFF/HFT 

 

 
 

 
 
The EN ISO 13849-1/2 provides for a simplified procedure for the evaluation of the PL, in case they follow 
designated architectures (Categories B, 1, 2, 3, 4), on the basis of: 

• category selected  
• MTTFd of each channel 
• DCavg 
• CCF 

As an alternative to the categories described, other architectures may be used, as long to reach the required 
PFHd is reached. 
 



 

 

b. non-quantitative aspects: 
i. management of Safety Life Cycle 
ii. development of safety SW 
iii. management of systematic failures 
iv. behaviour under fault conditions 
v. environmental requirements 
vi. instructions for use 

5. Verification and validation 
6. Comparison between PL and SIL obtained and that required 
7. Eventual redesign and realisation of the safety function 

 

 
Specifically, in co-operation with certification bodies, CTAI can provide the following services: 

 Training courses on the application of EN ISO 13849-1/2, IEC/EN 62061, IEC/EN 61800-5-2 
o Definition of requirements 
o Definition of the necessary documentation 

 Risk analysis of machinery 

 SIL/PL Classification of Safety Systems 

 Reliability evaluations of Functional Safety Systems, Subsystems and single "Elements" of the 
Safety Systems 

 Safety Software assessments 

 Execution of necessary tests 

 SIL/PL Certification of systems and components used in safety systems 
 


